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[magining India’s new data privacy law

India is uniquely positioned to create a law that balances the right to privacy with harnessing the advantages of technology

SUPRATIM CHAKRABORTY

SOUMYADRI CHATTOPADHYAYA

“India has a unique opportunity to
draft a very modern data protection
and privacy Billwhich can be
superior towhat is happening
elsewhere in the world.” — Nandan
Nilekani

ata is the lifeblood of

today's digital economy

and is driving new busi-

nesses that challenge
conventional wisdom about mar-
kets. With the proliferation of
smartphones, every tap creates a di-
gital footprint: valuable informa-
tion that can be exploited by com-
panies to generate everything, from
customer preferences to consump-
tion patterns.

Critically, the traditional notion
of data being merely sensitive per-
sonal information is now being
challenged as companies are also
exploiting real-time data generated
from daily activities such as one's
route preference whilst booking
cab rides using an app. Even the
Government's drive to digitise In-
dia on the back of initiatives such as
JAM (Jan Dhan-Aadhaar-Mobile)
and the increased focus on digital
payments is fuelled by data. As de-
pendence on data continues to
grow, so does the vulnerability of
data subjects. Hence, any debate on
data privacy must recognise the
need for a comprehensive data pri-
vacy law, which not only contrib-
utes to and complements the con-
stitutional right to privacy but also
enables datasubjects to harness the
benevolence of technological ad-
vances.

Recent concern
India’s existing data privacy frame-
work dates only to the year 2009, in-

troduced to address growing con-
cern relating to ‘data protection’
and ‘data privacy’. This framework
was primarily introduced through
Sections 43-A and 72-A of the In-
formation Technology Act 2000.
Subsequently, the Information
Technology (Reasonable Security
Practices and Procedures and Sens-
itive Personal Data or Information)
Rules 2011 were issued. These regu-
late the collection, disclosure,
transfer and storage of sensitive
personal data and information.

Unfortunately, the above-men-
tioned legislative framework does
not extend to government agen-
cies, and also stops short of impos-
ing an obligation upon the data col-
lector to mandatorily report any
data compromises to data subjects.
Further, it imposes a stiff require-
ment to establish intent to cause
wrongful gain or loss before an en-
forceable remedy against a data
breach would be available to data
subjects.

Setting the rules

A well-functioning data privacy re-
gime should ideally set the rules of
the game for all actors, cut out any
regulatory uncertainty and strike a
balance between protecting the
right of privacy of data subjects
with the business needs of data col-
lectors.

In 2012, the AP Shah report stud-
ied global best practices with a view
to rebooting the existing domestic
framework; it identified transpar-
ency, consent,and accountability as
the fundamental building blocks of
the ideal data protection regime.
The report also observed that any
new data privacy framework must
aim to harmonise principles such
as the principle of notice, choice
and consent, limitation on collec-

tion and purpose, disclosure, open-
ness, security, and accountability.
These would also be relevant today.

Moreover, with technology con-
stantly evolving, an approach based
on standards would enable the law
to keep pace with rapid changes in
technology, as against objective
rules that would fail to be relevant
with constant technolo-
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equacy of such consent from the
data subjects is sometimes debat-
able, especially in the context of
standard-form contracts such as
click wrap agreements. Recent
studies show that this problem has
been exacerbated manifold; people
are often forced to accept unfavour-
able terms of service since most

apps are designed to

gical developments.
Perhaps the biggest
shift required from the ex-
isting regime is with re-
spect to its applicability. It
is imperative to bring gov-
ernment agencies within
the ambit of the new
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quit immediately if one
does not click on the ‘1
agree’ button.
Behavioural research
also points to the inabil-
ity of data subjects to
manage their own data.
This is attributed to a

framework.  Although

drafting a legislation that is applic-
able to both the private sector and
the Government alike is a daunting
task, it may be a streamlined
method of ensuring that data sub-
jects are adequately safeguarded.

Debatable
While ‘consent’ is the cornerstone
of any data privacy regime, the ad-

combination of lack of
understanding and general disin-
clination.

To counter this, researchers have
argued that perhaps regulating
only the collection of data may not
be enough, its use by data collectors
and data processors could also be
regulated such that there is a pro-
hibition on using certain data in a
manner that is detrimental to data

subjects. This could be a useful sup-
plement to temper the current
prior consent-based approach
where data subjects often sur-
render their data without truly un-
derstanding the wider ramifica
tions of exploitation of such data.
Several stops and starts and mul-
tiple draft privacy Bills later, the
Government has now taken the
step to constitute a committee un-
der Justice (Retd) BN Srikrishna to
suggest and draft a new data pro-
tection Bill. While the Supreme
Court continues to deliberate
whether the right to privacy should
be elevated to a separate funda-
mental right, a robust and well-
functioning data privacy legisla-
tion will go a long way in comple-
menting the constitutional right to
privacy in not only creating the
right incentives for all stakeholders
but also providing an efficient re-
dress mechanism for data subjects.
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